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Lina BMR restore of Windows systems

1.1. Introduction

Remote assistance is not easy to provide to those performing a Bear metal Restore hence
the need for this note to give some tips and tricks.

The operation typically requires the bootable media (CD or USB drive) build from the iso
image available for download on the support site to eligible customers.

The iso will allow to boot up a WinPE

Windows PE (WinPE) is a small operating system used to install, deploy, and repair
Windows desktop editions, Windows Server, and other Windows operating systems.
From Windows PE, you can:

e Set up your hard drive before installing Windows.

o Install Windows by using apps or scripts from a network or a local drive.
e Capture and apply Windows images.

e Modify the Windows operating system while it's not running.

e Set up automatic recovery tools.

o Recover data from unbootable devices.

A customization is done to assist you in restoring the backup made with Lina on
the system.Windows PE is not a general-purpose operating system. It may not be
used for any purpose other than deployment and recovery.

To prevent its use as a production operating system, Windows PE automatically
stops running the shell and restarts after 72 hours of continuous use. This period is
not configurable.
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1.2. UEFI - BIOS

Native UEFI UEFI with CSM (Compatibility Support Module) BIOS
GPT partitions MBR partitions <2TB

Allows CPU 32/64bit instructions Force CPU in 16bit mode during firmware session
Full RAM is available Only 1MB of RAM address space

Secure Boot

Able to Run anti-malware prior to OS

Support PCI NvMe SSD storage

Win32.exe BIOS Mode = UEFI Win32.exe BIOS Mode = BIOS

100Mb EFI Partition + 500MB recovery Partition

Boot disk Volume GUID Partition Table (GPT) Boot disk Partition MBR

The BOOT process consists of the mechanism that allows the hardware to load software
into memory and start executing. The original BIOS method is still widespread available but
is getting replaced by UEFI far more flexible and featured.

Phase Boot Process BIOS (Basic Input Output System) UEFI (Unified Extensible Firmware Interface)
1 PreBoot MBR/PBR(bootstrap code) UEFI Firmware

2 Windows Boot Manager | %SystemDrive%\bootmgr \EFI\Microsoft\Boot\bootmgfw.efi

3 Windows OS Loader %SystemRoot%\system32\winload.exe %SystemRoot%\system32\winload.efi

4 Windows NT OS Kernel %SystemRoot%system32\ntoskrnl.exe
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1.3. Prerequisites
Backup has been made with the BMR option selected
Hardware you will restore to is identical to the one backed up from

If the original system used BIOS (MBR boot partition) the target should also be set to use
BIOS. If original uses UEFI the target must be UEFI.

ISO image should be of same major version as the server Lina software version.

1.4. Booting the ISO

Live

Navigator

Keyboard Layout

Swedish
Swedish with Sami
‘Swiss French
Swiss German

Syriac
| [syriacPhonetic

Taile

Tajk

Tami

Tatar (Legacy)

Telugu

[Thai Kedmanee

[Thai Kedmanee (non-ShiftLock)
[Thai Pattachote

Thai Pattachote (non-ShiftLock)
Tibetan (PRC)

Tifinagh (Basic)

ifinagh Extended)

Turkish F

BMR module

The welcome screen will prompt you for your keyboard layout and Time Zone please
select the Time Zone in use on the server
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Live

Navigator

[Curent time Zone is: Greenwich Standard Time

Please select your time zone in this list

(UTC-02:00) Coordinated Universal Time-02 7

(UTC-02:00) Mid-Atlantic - Old

(UTC-01:00) Azores

(UTC-01:00) Cabo Verde Is.

TC) Coordinated Universal Time

JTC+00:00) Casablanca

ITC+00:00) Dublin, Edinburgh, Lisbon, London

TC+00:00) Monrovia, Reykjavik

(UTC+01:00) Amsterdam, Bein, Bem, Rome, Stockholm, Vienna
dapest. Livblana. Prague

BMR module

Once these are validated WIinPE is available and you wil be invited to proceed with the
restore.

2. Restore

Live
Nlwsi
E=n(EcH

Select Server

Server name or network address

BMR module

Enter the servername or IP address
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Cross Restore Authentication

Enter the cross restore authentication password

Password: |W350NGFAIF1WEDS

?Help| |XCanceI (—GoEach-)Cont’rue

Select Cross Machine

Search

Agent name Computer name Operating system

3
> @

MWE-WW 10-BMR. MWE-WW 10-BMR. wWindows 10 (SP 0) [amda4]

? Hlp || X Cancel ¢ GoBack | | - Continue

raserving data ecosystems
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Available Versions

Select the version you want to restore

Version Date
01 May 25, 2022 9:47:23 AM
G2 May 25, 2022 7:49:15 AM
©3 May 25, 2022 6:47:46 AM
04 May 25, 2022 4:51:30 AM
o5 May 25, 2022 3:46:51 AM
G6 May 25, 2022 2:47:16 AM
©7 May 25, 2022 1:46:35 AM
©s May 25, 2022 12:48:05 AM
©9 May 24, 2022 11:50:06 PM
o 10 May 24, 2022 10:47:11PM

[] et latest version to see updated protection confiquration and layout

?Hep | | X Cancel | € GoBak | | - Continue

BMR module
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i D n

BMR Info File Restore Status

You have chosen to restore disk layout as of May 25, 2022 and file versions as of May 25, 2022.

—

Restoring...

€ G

BMR module
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Backed up

: . 40 GB 400MB__ | ooMB |
Live Navigator — o — o=
Bare Metal Recovery L o
GPT Récupération Main_Disk
Disk Layout Editor 0 c:\

To copy disks and partitions use
right-click menu

31.9 GB
Basic NTFS
GPT Extention

1 E:\

Current Partitioning
250 GB 450 MB | ooMB | 39.4 GB 209 GB
Basic NTFS Ay FAT32 N NTFS Y
+}
GPT ‘i Récupération

ionatcioest | | e | | B | G|
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Backed up
: . 40 GB a0omp_ | oomB |
Live Navigator — TS — NTFS
Bare Metal Recovery R A
GPT Récupération Main_Disk
Disk Layout Editor 0 c:
To copy disks and partitions use
right-dlick menu
Basic NTFS
GPT Extention
1 E:\
Resulting partitioning
25068 a0omp | oomB | 31.9GB 178 GB
Basic e NTFS Y FAT32 NTFS Y NTFS A
GPT n Récupération Main_Disk Extention Q
1] [} E:\
automaticlayout || Refesh | Undo || Apply
@ Live Navigator Bare Metal Recovery EI@
C> Backed up
. 40 GB 400MB__ | 90OMB |
Ive Navigator Basic NTFS FAT32 NTFS
Bare Metal Recovery L N
GPT Récupération Main_Disk
Disk Layout Editor 0 C:y

To copy disks and partitions use
right-dick menu

31.9 GB
Basic NTFS

GPT Extention
1 m:\
Warning: changes will be written to the disk.
- Any data on the disk will be lost.
RESU)’&HQ’ P Do you confirm?
250 GB I Yes ;| No 31.9 GB 178 GB
Basic N NTFS N
+]
GPT ‘i Récupération Main_Disk Extention
0 iy E:Y
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Live

Navigator

('5 BMR Status
@ Original volume ~ BMR Letter  File Progress Status
=) No mount point ~ A:\ @ No items to restore
No mount point ~ B:\ B:\EFI | R, © Restore completed successfully
C: C:\ C:\Program File...857\bin\AgentUIYocal... | O Ongoing
E: E:\ E:\secondary_disk | © Restore completed successfully

gh

[[] Reboot upon completion of restore

T3 | | x Cancel | & GoBack | | 9 Finish

BVIR moaure

BMR Status
Criginal volume ~ BMR Letter  File Progress Status
Mo mount point  A: B @ No items to restore
No mount point  B:l B:\EFL I © Restore completed successfully
C: c:\ C:\rtrBFOG. tmp N @ Restore completed successfully
E: E:\ E:\secondary_disk N & Restore completed successfully

[] Reboot upon completion of restore

o ¢ corss
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@ Atempo Live Navigator Restore Wizard @

Atempo Live Navigator Restore Wizard o

You can now reboot the machine

—

@

Atempo Live Navigator Restore Wizard

You can now reboot the machine

Restart machine?

':9:' Yes for restart, Mo for shutdown
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3. Avalilable tools

(ft Home: [ dcD1sveenter 1v.cs.atempo.com [ MVE-BMR-Test [ MVE-W 10-BMR

: PE i
@ Network Configurator Version 2.40 (g4-bit)

R B

Applications  Processes  Services Performance  Networking

% Network Drives | .7 Fie Sharing | % Change MAC Address | |

&
Image Name User Name CPU  Memory (... Description

T
~

cmd.exe SYSTEM 00 952K Windows ..,
omd.exe SYSTEM o] 400K Windows . | B | ymumets Ethernet Adapter (| (&
Qj conhost.exe SYSTEM o 1,348K Console ... =
conhost.exe SYSTEM 00 1,264K Console ... Link Speed [ Duplex Mode: Auto Negotiation -t
conhost.exe SYSTEM 00 1,392K  Console ...
@ carss.Exe SYSTEM o O —
~ Explorer ++.exe  SYSTEM | . This PC - Explorer++
fontdrvhost.exe  UMFD-1

File Edit Selection View Actions Go Bookmarks Tools Help
javaw.exe SYSTEM
LaunchBar.exe  SYSTEM Q-O0-2 ‘ [ Folders | AhBEXRA @| B @& A | @| #*

PENetCfg.exe SYSTEM

taskmgr.exe SYSTEM Address |g This PC v|
WallpaperHos.., SYSTEM &C 2D aXx

winlogon. exe SYSTEM Folders x O This PC £
winpeshl.exe SYSTEM -

[[Ishow processes from allusq | > -[E8] Control Panel -~ - -~ > | )

> -m Libranies Local Disk  CD Drive (D:)  Boot (X)) 3D Objects  desktop
i8] Recycle Bin <) DVD_ROM
Processes: 33 CPU Usage:| | + [ This PC
¥ E ¥ d = 3
Documents  Downloads Music Pictures Videos

MININT-PFLILAS

10 items Virtual Folder

Other than the wizard shown by default the side menu offers

Taskmanager : similar to the one in Windows

Network Configurator : allows to configure the network / connect network drives
File explorer : Note the WiIinPE drive is X:

CMD : commandline interface where other tools are available

Diskpart : tool to partition disks

BCDEDIT, BCDBOOT,chkdsk etc.
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3.1. Mapping a network drive

Using network configurator as shown below or using the CMD NET USE command

¥» DNS and WINS Servers

» Network Identification

Mapped Network Drives

Drive
=F \\172.20,4.60\share
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%] =
b

e
5 Network Configurator Version 2.40 (544it)

[ 10 items Virtual Folder }_

RMR modiile
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3.2. BMR Logfiles

Using File explorer

| - BMRCONF - Explorer++ [ (3]
File FEdit Selection View Actions Go Bookmarks Tools Help
Q- O -F|phies | XLDBXRAB| o @-a@| * %
Address || | X-\BMRCONF | 8
& a2 a0 BD oF =X
Folders x BMRCONF X
“ . Boot (X2 ~
5. | ALN D
----- EMRCOMNF volumes. txt
v. | HNDE
AgtDb
Clilogs
Filters
Prefs
Restore
St

Titem

In BMRCONF the volumes.txt contains the volumes

Hvdumes—NatEpad
File Edit Format View Help
h4634754543241626,RECOVERY,B,\\?\VDIUME{FEEE—CEEE—2d52—4195—chi—2a‘FBb92ﬂ-E—Bﬂ-B}\,A:\,2
674823769,E5P,8,\\?\Volume{d8b73513-b67d-4d7d-9969-71b9d97e2aeB}\,B:1,3
161865543409485449078,DATA, C,\\?\Volume{BaBd1fa®-9164-4acb-993f-78e1593ef968 1\ ,C: 1,4
1853358839581649683,DATA, E,\\?\Volume{3f229ce7-7956-476c-aecB-57b5%eBc7ad}\,E:\,5

Under HNDB you find the CliLogs as on any agent it contains the log.dat showing the agent
started.

You also find the Restore directory with below it Logs that contains the log.dat file with any
events that occurred during the restore.

In the Restore directory is also RestoreReport.db this Database holds the details of what
has been restored
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| . Restore - Explorer++ =N E=R =

File Edit Selection View Actions Go Bookmarks Tools Help

Q-0 - | phides | X DEXREE ro@ @-@a|* %

Address ||| x:\HNDB\Restore v|
=t al S0 B0 oF X

Folders ® Restore

W - Boot (X:) ~ i
5| AN D
e BMRCONF Logs RestoreRep... RestoreRep...
w. | HNDB
AgtDh
Clilogs
Filters
Prefs
i » - | Restore
:; -| | Program Files

4. Gothas / known fixes

4.1. Fatal error 0xcO0000e after booting

After a successful restore when booting the system it bluescreens as below

Récupération

Votre ordinateur/périphérique doit étre réparé.

Un périphérique requis n'est pas connecté ou est inaccessible.

Code d'erreur : 0xc000000e

Vous devrez utiliser les outils de récupération. Si vous ne disposéz id'al
dlinstallation (tel qu'un disque ou un périphérique  USB), contactez vt
systéme ou le fabricant de votre ordinateur/périphériguie. | | i

Appuyez sur Entrée pour réessayer

Appuyez sur F1 pour accéder a I'environnement de recupération
Appuyez sur F8 pour accéder aux parametres de démarrage
Appuyez sur Echap pour accéder aux parametres de
microprogramme UEF|

Using bcdedit/enum you notice the boot manager device is unknown
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VAN

.![

i dentifier {bootmgr}
(J device unknown
path \EFI\Microsoft\Boot\bootmgfw.efi
description Windows Boot Manager
illlocale fr-FR
inherit {globalsettings}
default {default}
resumeobject {c897e773-b967-11ec-a253-7c8ae18b3949}
displayorder {default}
i {memdiag} Status
30 Restore compli
Restore compl
No items to re

{default}

unknown

\WINDOWS\system32\winload.efi

Windows 1©

fr-FR

{bootloadersettings}
#recoverysequence {c897e775-b967—11ec-a253-7c8ae18b3949}
displaymessageoverride Recovery

recoveryenabled Yes

isolatedcontext Yes ‘

©x15000075
unknown
\WINDOWS (

To fix use bcdboot c:\windows
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