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Lina BMR restore of Windows systems 
 

1.1. Introduction 

Remote assistance is not easy to provide to those performing a Bear metal Restore hence 
the need for this note to give some tips and tricks. 

The operation typically requires the bootable media (CD or USB drive) build from the iso 
image available for download on the support site to eligible customers. 

The iso will allow to boot up a WinPE  

Windows PE (WinPE) is a small operating system used to install, deploy, and repair 

Windows desktop editions, Windows Server, and other Windows operating systems. 

From Windows PE, you can: 

• Set up your hard drive before installing Windows. 

• Install Windows by using apps or scripts from a network or a local drive. 

• Capture and apply Windows images. 

• Modify the Windows operating system while it's not running. 

• Set up automatic recovery tools. 

• Recover data from unbootable devices. 

 

A customization is done to assist you in restoring the backup made with Lina on 

the system.Windows PE is not a general-purpose operating system. It may not be 

used for any purpose other than deployment and recovery.  

To prevent its use as a production operating system, Windows PE automatically 

stops running the shell and restarts after 72 hours of continuous use. This period is 

not configurable. 
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1.2. UEFI - BIOS 

Native UEFI UEFI with CSM (Compatibility Support Module) BIOS  

GPT partitions  MBR partitions <2TB 

Allows CPU 32/64bit instructions Force CPU in 16bit mode during firmware session 

Full RAM is available  Only 1MB of RAM address space  

Secure Boot   

Able to Run anti-malware prior to OS   

Support PCI  NvMe SSD storage  

Win32.exe BIOS Mode = UEFI Win32.exe BIOS Mode = BIOS 

100Mb EFI Partition + 500MB recovery Partition   

Boot disk Volume GUID Partition Table (GPT)  Boot disk Partition MBR  

The BOOT process consists of the mechanism that allows the hardware to load software 
into memory and start executing. The original BIOS method is still widespread available but 
is getting replaced by UEFI far more flexible and featured. 

 

Phase Boot Process BIOS (Basic Input Output System) UEFI (Unified Extensible Firmware Interface) 

1 PreBoot MBR/PBR(bootstrap code) UEFI Firmware 

2 Windows Boot Manager %SystemDrive%\bootmgr \EFI\Microsoft\Boot\bootmgfw.efi 

3 Windows OS Loader %SystemRoot%\system32\winload.exe %SystemRoot%\system32\winload.efi 

4 Windows NT OS Kernel %SystemRoot%system32\ntoskrnl.exe  
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1.3. Prerequisites 

Backup has been made with the BMR option selected  

Hardware you will restore to is identical to the one backed up from  

If the original system used BIOS (MBR boot partition) the target should also be set to use 
BIOS. If original uses UEFI the target must be UEFI. 

 

ISO image should be of same major version as the server Lina software version. 

  

1.4.  Booting the ISO  

 

The welcome screen will prompt you for your keyboard layout and Time Zone please 
select the Time Zone in use on the server  
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Once these are validated WinPE is available and you wil be invited to proceed with the 
restore. 

 

2. Restore  

 

 

Enter the servername or IP address  
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3. Available tools 

 

 

 

Other than the wizard shown by default the side menu offers  

Taskmanager : similar to the one in Windows  

Network Configurator : allows to configure the network / connect network drives 

File explorer : Note the WinPE drive is X:  

CMD : commandline interface where other tools are available  

Diskpart : tool to partition disks 

BCDEDIT, BCDBOOT,chkdsk etc. 
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3.1. Mapping a network drive  

Using network configurator as shown below or using the CMD NET USE command  
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3.2. BMR Logfiles 

Using File explorer 

 

 

 

 

In BMRCONF the volumes.txt contains the volumes  

 

 

Under HNDB you find the CliLogs as on any agent it contains the log.dat showing the agent 
started. 

You also find the Restore directory with below it Logs that contains the log.dat file with any 
events that occurred during the restore. 

In the Restore directory is also RestoreReport.db this Database holds the details of what 
has been restored  
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4. Gothas / known fixes 

4.1. Fatal error 0xc00000e after booting  

After a successful restore when booting the system it bluescreens as below 

 

 

Using bcdedit/enum you notice the boot manager device is unknown  



TechNote Author : Marc VERHEYEN 

Lina BMR gotcha’s Diffusion : Internal use only 

 Date : 16/05/2019 

 

 

     
21 

 

 

To fix use bcdboot c:\windows 

  


